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through or to such financial institu-
tion specified in the order, which in-
volves all or any class of transactions 
in currency and/or monetary instru-
ments equal to or exceeding an amount 
to be specified in the order. 

(c) In issuing an order under para-
graph (a) of this section, the Secretary 
will prescribe: 

(1) The dollar amount of transactions 
subject to the reporting requirement in 
the order; 

(2) The type of transaction or trans-
actions subject to or exempt from a re-
porting requirement in the order; 

(3) The appropriate form for report-
ing the transactions required in the 
order; 

(4) The address to which reports re-
quired in the order are to be sent or 
from which they will be picked up; 

(5) The starting and ending dates by 
which such transactions specified in 
the order are to be reported; 

(6) The name of a Treasury official to 
be contacted for any additional infor-
mation or questions; 

(7) The amount of time the reports 
and records of reports generated in re-
sponse to the order will have to be re-
tained by the financial institution; and 

(8) Any other information deemed 
necessary to carry out the purposes of 
the order. 

(d)(1) No order issued pursuant to 
paragraph (a) of this section shall pre-
scribe a reporting period of more than 
60 days unless renewed pursuant to the 
requirements of paragraph (a). 

(2) Any revisions to an order issued 
under this section will not be effective 
until made in writing by the Secretary. 

(3) Unless otherwise specified in the 
order, a bank receiving an order under 
this section may continue to use the 
exemptions granted under § 1020.315 of 
this chapter prior to the receipt of the 
order, but may not grant additional ex-
emptions. 

(4) For purposes of this section, the 
term geographic area means any area in 
one or more States of the United 
States, the District of Columbia, the 
Commonwealth of Puerto Rico, the 
United States Virgin Islands, Guam, 
the Commonwealth of the Northern 
Mariana Islands, American Samoa, the 
Trust Territory of the Pacific Islands, 
the territories and possessions of the 

United States, and/or political subdivi-
sion or subdivisions thereof, as speci-
fied in an order issued pursuant to 
paragraph (a) of this section. 

Subpart D—Records Required To 
Be Maintained 

§ 1010.400 General. 

Each financial institution (as defined 
in 31 U.S.C. 5312(a)(2) or (c)(1)) should 
refer to its chapter X part for any addi-
tional recordkeeping requirements. Un-
less otherwise indicated, the record-
keeping requirements contained in this 
subpart D apply to all financial institu-
tions. 

§ 1010.401 Determination by the Sec-
retary. 

The Secretary hereby determines 
that the records required to be kept by 
this chapter have a high degree of use-
fulness in criminal, tax, or regulatory 
investigations or proceedings. 

§ 1010.405 [Reserved] 

§ 1010.410 Records to be made and re-
tained by financial institutions. 

Each financial institution shall re-
tain either the original or a microfilm 
or other copy or reproduction of each 
of the following: 

(a) A record of each extension of 
credit in an amount in excess of $10,000, 
except an extension of credit secured 
by an interest in real property, which 
record shall contain the name and ad-
dress of the person to whom the exten-
sion of credit is made, the amount 
thereof, the nature or purpose thereof, 
and the date thereof; 

(b) A record of each advice, request, 
or instruction received or given regard-
ing any transaction resulting (or in-
tended to result and later canceled if 
such a record is normally made) in the 
transfer of currency or other monetary 
instruments, funds, checks, investment 
securities, or credit, of more than 
$10,000 to or from any person, account, 
or place outside the United States. 

(c) A record of each advice, request, 
or instruction given to another finan-
cial institution or other person located 
within or without the United States, 
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1 For transmittals of funds effected 
through the Federal Reserve’s Fedwire funds 
transfer system by a domestic broker or 
dealers in securities, only one of the items is 
required to be retained, if received with the 
transmittal order, until such time as the 
bank that sends the order to the Federal Re-
serve Bank completes its conversion to the 
expanded Fedwire message format. 

regarding a transaction intended to re-
sult in the transfer of funds, or of cur-
rency, other monetary instruments, 
checks, investment securities, or cred-
it, of more than $10,000 to a person, ac-
count or place outside the United 
States. 

(d) A record of such information for 
such period of time as the Secretary 
may require in an order issued under 
§ 1010.370(a), not to exceed five years. 

(e) Nonbank financial institutions. 
Each agent, agency, branch, or office 
located within the United States of a 
financial institution other than a bank 
is subject to the requirements of this 
paragraph (e) with respect to a trans-
mittal of funds in the amount of $3,000 
or more: 

(1) Recordkeeping requirements. (i) For 
each transmittal order that it accepts 
as a transmittor’s financial institu-
tion, a financial institution shall ob-
tain and retain either the original or a 
microfilm, other copy, or electronic 
record of the following information re-
lating to the transmittal order: 

(A) The name and address of the 
transmittor; 

(B) The amount of the transmittal 
order; 

(C) The execution date of the trans-
mittal order; 

(D) Any payment instructions re-
ceived from the transmittor with the 
transmittal order; 

(E) The identity of the recipient’s fi-
nancial institution; 

(F) As many of the following items as 
are received with the transmittal 
order: 1 

(1) The name and address of the re-
cipient; 

(2) The account number of the recipi-
ent; and 

(3) Any other specific identifier of the 
recipient; and 

(G) Any form relating to the trans-
mittal of funds that is completed or 

signed by the person placing the trans-
mittal order. 

(ii) For each transmittal order that 
it accepts as an intermediary financial 
institution, a financial institution 
shall retain either the original or a 
microfilm, other copy, or electronic 
record of the transmittal order. 

(iii) For each transmittal order that 
it accepts as a recipient’s financial in-
stitution, a financial institution shall 
retain either the original or a micro-
film, other copy, or electronic record of 
the transmittal order. 

(2) Transmittors other than established 
customers. In the case of a transmittal 
order from a transmittor that is not an 
established customer, in addition to 
obtaining and retaining the informa-
tion required in paragraph (e)(1)(i) of 
this section: 

(i) If the transmittal order is made in 
person, prior to acceptance the 
transmittor’s financial institution 
shall verify the identity of the person 
placing the transmittal order. If it ac-
cepts the transmittal order, the 
transmittor’s financial institution 
shall obtain and retain a record of the 
name and address, the type of identi-
fication reviewed, and the number of 
the identification document (e.g., driv-
er’s license), as well as a record of the 
person’s taxpayer identification num-
ber (e.g., social security or employer 
identification number) or, if none, 
alien identification number or passport 
number and country of issuance, or a 
notation in the record of the lack 
thereof. If the transmittor’s financial 
institution has knowledge that the per-
son placing the transmittal order is 
not the transmittor, the transmittor’s 
financial institution shall obtain and 
retain a record of the transmittor’s 
taxpayer identification number (e.g., 
social security or employer identifica-
tion number) or, if none, alien identi-
fication number or passport number 
and country of issuance, if known by 
the person placing the order, or a nota-
tion in the record of the lack thereof. 

(ii) If the transmittal order accepted 
by the transmittor’s financial institu-
tion is not made in person, the 
transmittor’s financial institution 
shall obtain and retain a record of the 
name and address of the person placing 
the transmittal order, as well as the 
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person’s taxpayer identification num-
ber (e.g., social security or employer 
identification number) or, if none, 
alien identification number or passport 
number and country of issuance, or a 
notation in the record of the lack 
thereof, and a copy or record of the 
method of payment (e.g., check or cred-
it card transaction) for the transmittal 
of funds. If the transmittor’s financial 
institution has knowledge that the per-
son placing the transmittal order is 
not the transmittor, the transmittor’s 
financial institution shall obtain and 
retain a record of the transmittor’s 
taxpayer identification number (e.g., 
social security or employer identifica-
tion number) or, if none, alien identi-
fication number or passport number 
and country of issuance, if known by 
the person placing the order, or a nota-
tion in the record of the lack thereof. 

(3) Recipients other than established 
customers. For each transmittal order 
that it accepts as a recipient’s finan-
cial institution for a recipient that is 
not an established customer, in addi-
tion to obtaining and retaining the in-
formation required in paragraph 
(e)(1)(iii) of this section: 

(i) If the proceeds are delivered in 
person to the recipient or its represent-
ative or agent, the recipient’s financial 
institution shall verify the identity of 
the person receiving the proceeds and 
shall obtain and retain a record of the 
name and address, the type of identi-
fication reviewed, and the number of 
the identification document (e.g., driv-
er’s license), as well as a record of the 
person’s taxpayer identification num-
ber (e.g., social security or employer 
identification number) or, if none, 
alien identification number or passport 
number and country of issuance, or a 
notation in the record of the lack 
thereof. If the recipient’s financial in-
stitution has knowledge that the per-
son receiving the proceeds is not the 
recipient, the recipient’s financial in-
stitution shall obtain and retain a 
record of the recipient’s name and ad-
dress, as well as the recipient’s tax-
payer identification number (e.g., so-
cial security or employer identification 
number) or, if none, alien identifica-
tion number or passport number and 
country of issuance, if known by the 

person receiving the proceeds, or a no-
tation in the record of the lack thereof. 

(ii) If the proceeds are delivered 
other than in person, the recipient’s fi-
nancial institution shall retain a copy 
of the check or other instrument used 
to effect payment, or the information 
contained thereon, as well as the name 
and address of the person to which it 
was sent. 

(4) Retrievability. The information 
that a transmittor’s financial institu-
tion must retain under paragraphs 
(e)(1)(i) and (e)(2) of this section shall 
be retrievable by the transmittor’s fi-
nancial institution by reference to the 
name of the transmittor. If the 
transmittor is an established customer 
of the transmittor’s financial institu-
tion and has an account used for trans-
mittals of funds, then the information 
also shall be retrievable by account 
number. The information that a recipi-
ent’s financial institution must retain 
under paragraphs (e)(1)(iii) and (e)(3) of 
this section shall be retrievable by the 
recipient’s financial institution by ref-
erence to the name of the recipient. If 
the recipient is an established cus-
tomer of the recipient’s financial insti-
tution and has an account used for 
transmittals of funds, then the infor-
mation also shall be retrievable by ac-
count number. This information need 
not be retained in any particular man-
ner, so long as the financial institution 
is able to retrieve the information re-
quired by this paragraph, either by ac-
cessing transmittal of funds records di-
rectly or through reference to some 
other record maintained by the finan-
cial institution. 

(5) Verification. Where verification is 
required under paragraphs (e)(2) and 
(e)(3) of this section, a financial insti-
tution shall verify a person’s identity 
by examination of a document (other 
than a customer signature card), pref-
erably one that contains the person’s 
name, address, and photograph, that is 
normally acceptable by financial insti-
tutions as a means of identification 
when cashing checks for persons other 
than established customers. 
Verification of the identity of an indi-
vidual who indicates that he or she is 
an alien or is not a resident of the 
United States may be made by pass-
port, alien identification card, or other 
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2 For transmittals of funds effected 
through the Federal Reserve’s Fedwire funds 
transfer system by a financial institution, 
only one of the items is required to be in-
cluded in the transmittal order, if received 
with the sender’s transmittal order, until 
such time as the bank that sends the order 
to the Federal Reserve Bank completes its 
conversion to the expanded Fedwire message 
format. 

3 For transmittals of funds effected 
through the Federal Reserve’s Fedwire funds 
transfer system by a financial institution, 
only one of the items is required to be in-
cluded in the transmittal order, if received 
with the sender’s transmittal order, until 
such time as the bank that sends the order 
to the Federal Reserve Bank completes its 

official document evidencing nation-
ality or residence (e.g., a foreign driv-
er’s license with indication of home ad-
dress). 

(6) Exceptions. The following trans-
mittals of funds are not subject to the 
requirements of this section: 

(i) Transmittals of funds where the 
transmittor and the recipient are any 
of the following: 

(A) A bank; 
(B) A wholly-owned domestic sub-

sidiary of a bank chartered in the 
United States; 

(C) A broker or dealer in securities; 
(D) A wholly-owned domestic sub-

sidiary of a broker or dealer in securi-
ties; 

(E) A futures commission merchant 
or an introducing broker in commod-
ities; 

(F) A wholly-owned domestic sub-
sidiary of a futures commission mer-
chant or an introducing broker in com-
modities; 

(G) The United States; 
(H) A state or local government; or 
(I) A Federal, State or local govern-

ment agency or instrumentality; or 
(J) A mutual fund; and 
(ii) Transmittals of funds where both 

the transmittor and the recipient are 
the same person and the transmittor’s 
financial institution and the recipi-
ent’s financial institution are the same 
broker or dealer in securities. 

(f) Any transmittor’s financial insti-
tution or intermediary financial insti-
tution located within the United 
States shall include in any transmittal 
order for a transmittal of funds in the 
amount of $3,000 or more, information 
as required in this paragraph (f): 

(1) A transmittor’s financial institu-
tion shall include in a transmittal 
order, at the time it is sent to a receiv-
ing financial institution, the following 
information: 

(i) The name and, if the payment is 
ordered from an account, the account 
number of the transmittor; 

(ii) The address of the transmittor, 
except for a transmittal order through 
Fedwire until such time as the bank 
that sends the order to the Federal Re-
serve Bank completes its conversion to 
the expanded Fedwire format; 

(iii) The amount of the transmittal 
order; 

(iv) The execution date of the trans-
mittal order; 

(v) The identity of the recipient’s fi-
nancial institution; 

(vi) As many of the following items 
as are received with the transmittal 
order: 2 

(A) The name and address of the re-
cipient; 

(B) The account number of the recipi-
ent; 

(C) Any other specific identifier of 
the recipient; and 

(vii) Either the name and address or 
numerical identifier of the 
transmittor’s financial institution. 

(2) A receiving financial institution 
that acts as an intermediary financial 
institution, if it accepts a transmittal 
order, shall include in a corresponding 
transmittal order at the time it is sent 
to the next receiving financial institu-
tion, the following information, if re-
ceived from the sender: 

(i) The name and the account number 
of the transmittor; 

(ii) The address of the transmittor, 
except for a transmittal order through 
Fedwire until such time as the bank 
that sends the order to the Federal Re-
serve Bank completes its conversion to 
the expanded Fedwire format; 

(iii) The amount of the transmittal 
order; 

(iv) The execution date of the trans-
mittal order; 

(v) The identity of the recipient’s fi-
nancial institution; 

(vi) As many of the following items 
as are received with the transmittal 
order: 3 
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conversion to the expanded Fedwire message 
format. 

(A) The name and address of the re-
cipient; 

(B) The account number of the recipi-
ent; 

(C) Any other specific identifier of 
the recipient; and 

(vii) Either the name and address or 
numerical identifier of the 
transmittor’s financial institution. 

(3) Safe harbor for transmittals of funds 
prior to conversion to the expanded 
Fedwire message format. The following 
provisions apply to transmittals of 
funds effected through the Federal Re-
serve’s Fedwire funds transfer system 
or otherwise by a financial institution 
before the bank that sends the order to 
the Federal Reserve Bank or otherwise 
completes its conversion to the ex-
panded Fedwire message format. 

(i) Transmittor’s financial institution. A 
transmittor’s financial institution will 
be deemed to be in compliance with the 
provisions of paragraph (f)(1) of this 
section if it: 

(A) Includes in the transmittal order, 
at the time it is sent to the receiving 
financial institution, the information 
specified in paragraphs (f)(1)(iii) 
through (v), and the information speci-
fied in paragraph (f)(1)(vi) of this sec-
tion to the extent that such informa-
tion has been received by the financial 
institution, and 

(B) Provides the information speci-
fied in paragraphs (f)(1)(i), (ii) and (vii) 
of this section to a financial institu-
tion that acted as an intermediary fi-
nancial institution or recipient’s finan-
cial institution in connection with the 
transmittal order, within a reasonable 
time after any such financial institu-
tion makes a request therefor in con-
nection with the requesting financial 
institution’s receipt of a lawful request 
for such information from a Federal, 
State, or local law enforcement or fi-
nancial regulatory agency, or in con-
nection with the requesting financial 
institution’s own Bank Secrecy Act 
compliance program. 

(ii) Intermediary financial institution. 
An intermediary financial institution 
will be deemed to be in compliance 
with the provisions of paragraph (f)(2) 
of this section if it: 

(A) Includes in the transmittal order, 
at the time it is sent to the receiving 
financial institution, the information 
specified in paragraphs (f)(2)(iii) 
through (f)(2)(vi) of this section, to the 
extent that such information has been 
received by the intermediary financial 
institution; and 

(B) Provides the information speci-
fied in paragraphs (f)(2)(i), (ii) and (vii) 
of this section, to the extent that such 
information has been received by the 
intermediary financial institution, to a 
financial institution that acted as an 
intermediary financial institution or 
recipient’s financial institution in con-
nection with the transmittal order, 
within a reasonable time after any 
such financial institution makes a re-
quest therefor in connection with the 
requesting financial institution’s re-
ceipt of a lawful request for such infor-
mation from a Federal, State, or local 
law enforcement or regulatory agency, 
or in connection with the requesting fi-
nancial institution’s own Bank Secrecy 
Act compliance program. 

(iii) Obligation of requesting financial 
institution. Any information requested 
under paragraph (f)(3)(i)(B) or 
(f)(3)(ii)(B) of this section shall be 
treated by the requesting institution, 
once received, as if it had been in-
cluded in the transmittal order to 
which such information relates. 

(4) Exceptions. The requirements of 
this paragraph (f) shall not apply to 
transmittals of funds that are listed in 
paragraph (e)(6) of this section or 
§ 1020.410(a)(6) of this chapter. 

§ 1010.415 Purchases of bank checks 
and drafts, cashier’s checks, money 
orders and traveler’s checks. 

(a) No financial institution may issue 
or sell a bank check or draft, cashier’s 
check, money order or traveler’s check 
for $3,000 or more in currency unless it 
maintains records of the following in-
formation, which must be obtained for 
each issuance or sale of one or more of 
these instruments to any individual 
purchaser which involves currency in 
amounts of $3,000–$10,000 inclusive: 

(1) If the purchaser has a deposit ac-
count with the financial institution: 

(i)(A) The name of the purchaser; 
(B) The date of purchase; 
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(C) The type(s) of instrument(s) pur-
chased; 

(D) The serial number(s) of each of 
the instrument(s) purchased; and 

(E) The amount in dollars of each of 
the instrument(s) purchased. 

(ii) In addition, the financial institu-
tion must verify that the individual is 
a deposit accountholder or must verify 
the individual’s identity. Verification 
may be either through a signature card 
or other file or record at the financial 
institution provided the deposit 
accountholder’s name and address were 
verified previously and that informa-
tion was recorded on the signature card 
or other file or record; or by examina-
tion of a document which is normally 
acceptable within the banking commu-
nity as a means of identification when 
cashing checks for nondepositors and 
which contains the name and address 
of the purchaser. If the deposit 
accountholder’s identity has not been 
verified previously, the financial insti-
tution shall verify the deposit 
accountholder’s identity by examina-
tion of a document which is normally 
acceptable within the banking commu-
nity as a means of identification when 
cashing checks for nondepositors and 
which contains the name and address 
of the purchaser, and shall record the 
specific identifying information (e.g., 
State of issuance and number of driv-
er’s license). 

(2) If the purchaser does not have a 
deposit account with the financial in-
stitution: 

(i)(A) The name and address of the 
purchaser; 

(B) The social security number of the 
purchaser, or if the purchaser is an 
alien and does not have a social secu-
rity number, the alien identification 
number; 

(C) The date of birth of the pur-
chaser; 

(D) The date of purchase; 
(E) The type(s) of instrument(s) pur-

chased; 
(F) The serial number(s) of the in-

strument(s) purchased; and 
(G) The amount in dollars of each of 

the instrument(s) purchased. 
(ii) In addition, the financial institu-

tion shall verify the purchaser’s name 
and address by examination of a docu-
ment which is normally acceptable 

within the banking community as a 
means of identification when cashing 
checks for nondepositors and which 
contains the name and address of the 
purchaser, and shall record the specific 
identifying information (e.g., State of 
issuance and number of driver’s li-
cense). 

(b) Contemporaneous purchases of 
the same or different types of instru-
ments totaling $3,000 or more shall be 
treated as one purchase. Multiple pur-
chases during one business day totaling 
$3,000 or more shall be treated as one 
purchase if an individual employee, di-
rector, officer, or partner of the finan-
cial institution has knowledge that 
these purchases have occurred. 

(c) Records required to be kept shall 
be retained by the financial institution 
for a period of five years and shall be 
made available to the Secretary upon 
request at any time. 

§ 1010.420 Records to be made and re-
tained by persons having financial 
interests in foreign financial ac-
counts. 

Records of accounts required by 
§ 1010.350 to be reported to the Commis-
sioner of Internal Revenue shall be re-
tained by each person having a finan-
cial interest in or signature or other 
authority over any such account. Such 
records shall contain the name in 
which each such account is main-
tained, the number or other designa-
tion of such account, the name and ad-
dress of the foreign bank or other per-
son with whom such account is main-
tained, the type of such account, and 
the maximum value of each such ac-
count during the reporting period. 
Such records shall be retained for a pe-
riod of 5 years and shall be kept at all 
times available for inspection as au-
thorized by law. In the computation of 
the period of 5 years, there shall be dis-
regarded any period beginning with a 
date on which the taxpayer is indicted 
or information instituted on account of 
the filing of a false or fraudulent Fed-
eral income tax return or failing to file 
a Federal income tax return, and end-
ing with the date on which final dis-
position is made of the criminal pro-
ceeding. 
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§ 1010.430 Nature of records and reten-
tion period. 

(a) Wherever it is required that there 
be retained either the original or a 
microfilm or other copy or reproduc-
tion of a check, draft, monetary instru-
ment, investment security, or other 
similar instrument, there shall be re-
tained a copy of both front and back of 
each such instrument or document, ex-
cept that no copy need be retained of 
the back of any instrument or docu-
ment which is entirely blank or which 
contains only standardized printed in-
formation, a copy of which is on file. 

(b) Records required by this chapter 
to be retained by financial institutions 
may be those made in the ordinary 
course of business by a financial insti-
tution. If no record is made in the ordi-
nary course of business of any trans-
action with respect to which records 
are required to be retained by this 
chapter, then such a record shall be 
prepared in writing by the financial in-
stitution. 

(c) The rules and regulations issued 
by the Internal Revenue Service under 
26 U.S.C. 6109 determine what con-
stitutes a taxpayer identification num-
ber and whose number shall be ob-
tained in the case of an account main-
tained by one or more persons. 

(d) All records that are required to be 
retained by this chapter shall be re-
tained for a period of five years. 
Records or reports required to be kept 
pursuant to an order issued under 
§ 1010.370 of this chapter shall be re-
tained for the period of time specified 
in such order, not to exceed five years. 
All such records shall be filed or stored 
in such a way as to be accessible within 
a reasonable period of time, taking 
into consideration the nature of the 
record, and the amount of time expired 
since the record was made. 

§ 1010.440 Person outside the United 
States. 

For the purposes of this chapter, a 
remittance or transfer of funds, or of 
currency, other monetary instruments, 
checks, investment securities, or credit 
to the domestic account of a person 
whose address is known by the person 
making the remittance or transfer, to 
be outside the United States, shall be 
deemed to be a remittance or transfer 

to a person outside the United States, 
except that, unless otherwise directed 
by the Secretary, this section shall not 
apply to a transaction on the books of 
a domestic financial institution involv-
ing the account of a customer of such 
institution whose address is within ap-
proximately 50 miles of the location of 
the institution, or who is known to be 
temporarily outside the United States. 

Subpart E—Special Information 
Sharing Procedures To Deter 
Money Laundering and Ter-
rorist Activity 

§ 1010.500 General. 

Sections 1010.505 through 1010.540 of 
this subpart E were issued pursuant to 
the requirements of section 314 of the 
USA PATRIOT Act. Each financial in-
stitution (as defined in 31 U.S.C. 
5312(a)(2) or (c)(1)) should refer to its 
chapter X part for any additional spe-
cial information sharing procedures. 

§ 1010.505 Definitions. 

For purposes of this subpart E, the 
following definitions apply: 

(a) Account means a formal banking 
or business relationship established to 
provide regular services, dealings, and 
other financial transactions, and in-
cludes, but is not limited to, a demand 
deposit, savings deposit, or other trans-
action or asset account and a credit ac-
count or other extension of credit. 

(b) Money laundering means an activ-
ity criminalized by 18 U.S.C. 1956 or 
1957, or an activity that would be 
criminalized by 18 U.S.C. 1956 or 1957 if 
it occurred in the United States. 

(c) Terrorist activity means an act of 
domestic terrorism or international 
terrorism as those terms are defined in 
18 U.S.C. 2331. 

(d) Transaction. (1) Except as provided 
in paragraph (d)(2) of this section, the 
term ‘‘transaction’’ shall have the 
same meaning as provided in 
§ 1010.100(bbb). 

(2) For purposes of § 1010.520, a trans-
action shall not mean any transaction 
conducted through an account. 
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